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Abstract,

I pecent years commputer virgses bave received mach attention although iheir theoret-
ical aspects have been neglected. One such aspect i@ the possibility of viruses as life, with
the attendant characteristics of terrestrial life forms incliding evolution. Where this par-
ticwlar widen s been ]:-r-r"l.'irm.-:|_l|r m':rmn:h-:md: it lisa hesn jqug-Ed hi.gh]}' i.mpn:-ha.l:l]-:. The
author disagrees and argues that viral evolubion may not anly be possible but inevitable,
After an introduction o the biology of compuier viruses evidence of viral evolution will
he presepted as well as examples of ow current and futuee trends in compubing ol
lened to Lhe emergence of sophisticated and novel entities. Finally the author speculates
i Lhe consequences of Lhis,

1. Introduction

“1f during the last thousand seconds von have received any High-Beyoned
protocel packets from ‘Arbitration Arts’ discard them at once. I they have
heen processed. then the processing site and all locally netted sites must be
phvsically destroved at once, We realize that this means the destruction of
solar svstems, but consider Lhe alternative.”

Vernor Vipge, A Fere Upon the Deep

Less than a decade ago, there was no term to refer to what we now call “computer
viruses", Sinee that time we have seen an escalation that has matehed, and w some
ways, surpassed the intrusion of computers into our lives.! The extent to which viruses
concern compnter science in the present day can be measured by the economic impact
of major viral outbreaks, some of which have been gauged at costing milliens of dollars.
Defence against viruses forms a major part of any concern regarding sensitive or critical
data. Furthermore the design and detection of viruses has, apparently, attracted the
efforts some of the more talented minds in information technology.

However, it is a more speculative but no less important prospect that ocoupies this
paper —— the idea of viruses as evolving lifeforms. The author proposes that viral biology
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Wpe recent work on vireses traces the developments in the field on & month by month basis [7).



and present trends may be leading towards the spontaneous emergence of wholly new
and highly sophisticated forms of virns that may confront us with our first examples of
alien life. Before considering this, nundful of the background of potential readers, we
shall first examine basic vires function.?

2. ¥irus biology

200 What 2 a computer virus¥

Rasically a computer virns could be defined as auy seginent of = larger piece of compuater
code that replicates itself. There are a number of entities that ot Lthis description or are
commonly associated with viruses. The best known s the worm, an antonoemous and
mobile replicating process. Others include Trojen horses (that masquerade as legitimate
programs whilst carrving out unintended operations), logie bombs [which lie within
legitinate programs and when triggered carry ont malicions functions), chain Ietters
(self-propagating electronic mail) and rabfefs {programs which endlessly replicate until
system failure). Viruses differ from these in several significant ways. First, replication
iz purposeiu] and net simply antomatic. Second, the actions of the virus including its
replication are triggered and modified by its environment. Finally the virus is parasitic
upon another program — it in ellect coerees the execution of another program towards
its own purposes.  Although many of the comments regarding viruses arve applicable
Lo these other entities, particularly wormes, the anthor shall restrict his discussion to
VITHISES.

The earlieat examples of antonomously replicating entitics in compuling wers seein
in the 1960°s and tvpically were instances of runaway programs that as a prank or
by semantie error would indiseriminately and repeatedly copy themselves until system
failure, Closer to the mark were efforts in fiction in the 19707 illustrated by David Ger-
rold’s When Harlie Was One and John Brunner's The Shoekwawve Hider that echoed
centemporary experimentation in networking.” While there may have been earlier or
parallel development the first Lrue vicus appears to have been an experiment on an Ap-
ple [ mucrocomputer in 19810, Virtually overnight, the accurrence of virnses snow balled
until the coming of the phirase “computer virns” in 1934, The exponential increase has
continued until the present day where the number of virns species easily exceeds D00,
present on virtually every platform and operating svstem, with new strains discovered
on a weekly basis.

o

22 The “ecology” of computer viruscs

Funetionally, a virns masquerades as part of the code of another apphication. When that
program is exeruted, so as a consequence is the virus. Typically, when the viral cade
is aclivated the virus will check for a particular triggering condition, If this condition,
which could potentially be anything including a specilic time or the presence of certain
files, 1= fulfilled the virus will attempt to replicate itself. This replication is usually just
Lhes simiple appending of the virus code onto another program’s code, although in other
cases the virns will replace or overwrite some of the host code entively.

“For the sake of brevity throughout this docement the word “virus” will refer to computer virus
aid not terrestrial, organic virnses unless otherwise stated.

ApPrunner’s work in particular proved remarkably prescient, in that he depicted a replicating program
worm being chased by other “counterworms” acroes a global compuoter network. The global network
aool became o reality, whilst “antibody”™ viruses have been discussed as an anti-viral measure,



The above abilities detail a fairly pedestrian “vanilla” virus. A far wider range of
abilities can, and have, been seen. Some viruses (notably “Brain™, allegedly the lirst
IBM PC wvirus) utilize “stealth” technigques and corrupt or falsify attempts to detect
them. Other “bmary™ viruses carry the code [or themselves in several distioet loca-
tions, thwarting detection and deletion. “Polymorphie”™ viruses eoncrvpt their instroe.
tions, using a different encryption key during every infection cycle, Fially virnses may
deliberately mutate although this mutation, by apd large, does not result in functional
change and serves simply as a form of disguise.

It should be stressed that the malignant effects of viruses are, ps often as not, the
unintentional side-effect of the virus activities, Whilst deliberately malicions or irm-
tating viruses are ubiguitous (for example the svstem-corrupting Macintosh “Scores”
vires, written by a disgruntled programmer to damage his ex-emplovers) such overt
symploms tend to work against the replicative success of the virus, At least as many
viruses are nominally benign, with any harmful effects usually being the result of mem-
ory consumption or errers caused by viral replication,

The analogy between compnter and terrestrial virnses is a pervasive one and actually
serves as a good model of some viral bebaviour, Virns outbreaks often show epidemie-
like kinetics and can be analvsed inoa similar way, “Contaminated” systems can be
“guarantined”, and svstems “mmonized” against disesse “vectors” like virns-infected
starage media. How [ar can this analogy be taken? Spafford [7] rased the prospect of
virnses as lifeforms in their own right and then dismissed this, saying:

. this prohably represents a flaw in our dehinition [of life].

The author does ot intend to debate this, or the philoseplical quagmire surronnd-
ing the definition of life. Instead, it is proposed that regardless of whether viruses are
alive or not, they behave for all intents and purposes as if they are.

24 Compuler mroses as arfificial bife-forms

Farmer amd Belie [?] proposed a series of properties displayed by hie, and it wonld be
mstructive to use these and contrast computer viruses with their terrestrial counter-
parts, This contrast is particularly keen in that terrestrial viruses occupy an ambivalent
position m the classification of orgamams themsalves and are frequently acoused of not
besing “real” living creatures.

The gualities listed by Farmer and Belin were:

o Life is a persistent patiern in space-time, rather than being bound to specific

material objects,

o All living objects have some method of reproducing themselves.
e Organisms have some internal sell-representation.

o Life displays metabolism: some conversion of the envirommnent towards the activ-
ities of the organism.

o Living bheings adapt to changes in their external and internal environments.

o Life s an aspect of the whole of an organism — portions of the whole cannot he
sald Lo be organisms in Lheir own right.

o Life 15 stable to nolse and minor perburbations in the environment.



o The lineage of an organism displays evolulion, systemalic change.

It is clear that computer and ferrestrial viruses can be considered to exist as pat-
terns in computer code and in molecules respectively. Computer code may be copied,
shifted and deleted, not being tied to a specilic location in memory. Terrestrial viruses
direct Lhe assembly of proteins and DNA into vieal "patterns”. Both types hijack the
metabolism of their host and direct 10 towards the purpose of viral replication. Both
have an internal self-representation, in an electronic binary pattern and DNA respee.
tively. Computer viruses metabolise memory and CPU time to produce changes in that
memory space, whilst terrestrial viruses utilise energy and substrates from their host
in synthetic activities, Both respond to chapges in their environment.? Both kinds
display living characteristics as a property of a whole — segmentation almost always
leads to total dysfunction, Terrestrial virnses have shown remarkable resistance to envi-
ronmental perturbation. Computer virnses in conbrast are somewhat fragile, although
examples can be cited of viral adaptation and more recently examples have bheen seen
wilth error-correcting code [7]

It should be stressed that the above does not form a Turing test for life, merely a
list of characteristics that we find in living things commonly. However, if a possible
living entity is seen Lo fullill most of these conditions we mnst ask if it satishes the
others. Indeed some parties have concluded that evolution is an “inevitable property”
of all Living systeins |7]. Terrestrial virnses have clearly been subject to the forces of
evolution. Is the same true of computer viruses? The answer 15 “yes”,

3. Viral evalution

F0. Ewvelufion — notuwral and artificial

Before we azzert that virnses evolve, we must ask what evolution = A succipet and

elegant definition is:

oo [the] process by which erganisms come to differ from generation Lo gen-
eration ... change i the gene poal of a E:lupu]atiu:ll. [?t

Thus, virus evolution demonstrably exists on & number of mundane levels, I one was
to trace the advent of new viral species 10 becomes clear that “old™ viruses, to which
defences may have formed, are often modified and re-released.®  Indeed the simple
cloning of old designs is rife within the virus production industry. Several incidents
of publishing whole or partial dissembled virns cade have been followed by waves of
varianis, lo this way, vireses might be said to use humans as agents of their own
evolulion.

[ a similar vein, viruses exercise natural selection amongst themselves, “Uafit”
individuals are easilyv detected by anti-viral software or advertise their presence and are
thus intercepted and selected against. “Fit™ individuals exert their inflnenee in a sub-
tle manner and attempt to escape detection. Fach generation of anti-viral technigues
introduees new selection pressures, shaping the composition of the surviving viral popu-
lation. Further, viruses that are fortunate enough to infect, deliberately or otherwise, a
piece of desirable or widely distributed software enjoy consideralble evolutionary suceess

IThe triggering condition seen in computer vipuzes bears an uncanny rescimblance to the behaviour
of temperate plisges in the hiclogical arena
!'[,f|_|;r'||:|1pg|:|.'l miore alten than mot this mosdification 15 done |!'_'r' soitnenne cdher Lhan the :'r:l'i!;itlaJ Craator.



compared to their kin. (Tales of infected games or programs distributed with magazines
are legion.] Again we see humans as an unwitting aid to evolution,

Evidence such as the above is often regarded as inconsequential. By similar lines
of reasoning, household whitegoods and cars might alao he said to evalve, nareliable
or old examples being discarded and replaced by new, “fit” individuals.% Usoally the
objection is that the “gquasi-evolution™ in the above examples is the result of external
and deliberste redesign. True evolution, it s felt, eeours by virtue of chance without
intent. ln the case of computer virnses, this tvpe of evolution also oceurs.

The changes that ocour in this tvpe of evolution may be grouped broadly imto two
classes: envirommental and somatic, In the first, changes in the virus behaviour are
brought about as the result of its computing environment, This may be due 1o o pum-
ber of different Tactors, Some vical species that are expressed ina wide number of strains
are thought to have diverged due to the effect different compilers had on identical source
code. In this case the actual code {or genes) of the virus = changed. Altermatively, e
ta the intricate way o which vieuses are constrocted, subtly different computing envi-
rommnents may bring aboul vastly different behaviours, The envirommental ditferences
need only be as slight as an incremental upgrade in software, Note that in this case the
code of the virus need not be changed and when retuarned Lo its onginal environment
virus behaviour may reverl o its orgimal form.

The second class of changes are those that manifest in accidental disruption of virus
coide, or mutation, There are plentiful opportunities Tor data corruption in the modern
computing environment. [t would be a rare user who has not faced a system crash or a
corrnpted disk, Stray electromagnetic radiation from electronies can disrapt magnetic
media. Faults in hardware or on storage media itsell can lead to the creation of new
bit patterns, and hence pew instractions, in programs. Faolty software can overwrite
other code or result in the creation of stray pieces of orphan code,

such changes have been observed in virnses presently extant, viruses that are fully
viable with changes ranging Irom a single instruction and no functional difference, to
multi-instruction changes resulting in vast behavieural aberrations [7, Y], In addition,
at least one case has been seen of two different viruses “crossing over” to produce
olfspring [7].

The above would seem to confirm that evolution, even if only on & minor scale, can
ocour within viral populations. 1t might be argued that such evolution s insothcient
toe resalt noany sigmficant chaoge,  Modern von Newmann computer programs are
connputationally brittle, that is the pumber of viable programs to the total number of
possible programs 1= minoscule. A random change is thus unlikely to create a viable
progriam, This however does not prevent evolution,

The firat reason is that of acale. Clearly by the above ressoning the derivatives of
virnses are next to impossible, gs the changes would have disrupted the viral function,
Yet viable virns muatations exigt. The amonnt of computing activity in the world has
ensured a large enough number of mutations such that some were viable. Furthermore,
with the expansion of computing power in the world the available gene pool for Dhese
vartants 15 increasing exponentially each vear.

A8 Spentancous coelulion of compuler nreses

Several parties have attempted calculations of the lkelhibood of vicoses t'\-'ul'-"mg From
“imanimale code™ by random mntation [T, 7. 7). In general, the time estimated for

1t has heen heen claimed elsewhere that this = o fact coreect [ 7]



such an event was several times the lifespan of the universe. Yet most studies shared
significant flaws in that the caleulations were based on a single nstance of a random
sequence of code evolving iute & specilic virus of the same length, This is clearly
incorrect and on par with watching & dog, in the hope it will turn into a cat.” The
probability 15 i fact considerably betier, if we consider the sum of &ll the data stored on
computers in Lthe world and the possibilicy of mntation into any virns, The chances are
further boosted by the number of code sequences that are already partly hmun]uj;m:lﬁ
with potential viral code. These are ubiquitons as is evidenced by the common syndrome
of virus scanning software erronecsisly identifying legitimate programs as viral,

Next, we have the evidence contributed by computational ecosvstems. These are
hest typified by their progenitor, Core Wars, and Ray’s Tierra model [7]. Briefly, in
these models & number of processes i parallel execote wstructions beld in a shared
block of memory. Processes may spawn other processes, overwrite jnstructions and in
cffert compete for memory and execution time as resources,  ln Tierra, mutation s
introduced by the random fipping of bits in memory,

The electronic ceologies that eventuated were astounding. The instruction sequences
that serve a2 “organism” analogues spontaneously developed sophisticated behaviours.®
Among these were complex patlerns in memory, Hocking, parasitism and immunity,
precdalor-prey relationships and sexual reproduction.

Giiven that the instroctions and operations of the organisins are these of a simple
von Nenmann assembly language, the ecologies can be seen as & model of viral evolo-
tion, indicating that given sutheient time there = 0o barrier o viruses spontaneously
developing sophisticated behaviour, [t s also instructive to observe how little code is
required Lo achieve seemmngly complex strategies. The progenitor organism in Tierra
used 20 instructions." Al of the behaviours described were exhibited by ereatures of
the order of thousands of instructions or less. Bv comparison, virnses also tend townrds
the: thonsands of instructions, although examples have been demonstrated that were
less than 40 bytes [7]. The actions that we normally assoclate with higher organisims
may arise n virases more easily than expected.

A Humean influence on the evolution of computer viruses

The role of buman imtervention in aiding or hindering evolution is an unknown quantity.
We have already reflected as to how bumanity in some ways is serving as an anwitting
verlor of natural selection and evalution for the vival population, It s possible that
any nascent virus species may be directly extenninated by anti-viral technigues, Yet
one must doubt the efficiency of this extermination. Doubts have been expressed as to
whether there is any perfect method of virus detection [T]. Further, in a world where
computing power 15 moving more and more into the bands of the lavman, blanket adber-
ence to anti-viral strategies s difficult to enloree. lJr:«tpiL:* an ntervening G years the first
[IBM PO virus is still responsible for 7% of all virus outbreasks on that platform, whilst
copies of the Internet Worm were extent for up to a vear after iUs “containment™. ™
Viruses with subtle propagation strategies may escape detection for months or even
yvears, perhaps hibernating in pon-volatile storage,

A more meaningful analogy might be the estimated 10" years it would take for a MOD-amins acid -
prodein toowrise by sheer chance, cold combort o the protein-based smongst us.

EAuthors own work and [, 7]

*Ihat in the author's svetem used 5i.

Mformation gatiered fromn Viees- 1 electronie mailing st maintained by Kes Yan Wyk, CERT



Deliberate and sincere design may indesd directly contribute to viral evolution,
Autonomously replicating entities have been considered as naeful tools for information
ElL]]ﬂri.l]j-.",, anti-virus software and distributed compuating [?. ?]. Widespread use of such
agents may provide a “gene-pool” of sophisticated code for mutation and evolution. [t
has already been mentioned how the merease in computing activity will lead to more
opportanity for mutation. At the same time, the move towards interconnection and
compatibility provides a vast amd rich ecasvatem for the development of new species,
Reason and experience with computer ecologies tells us that the smaller the instroction
set of & program, the more likely a perturbation will result in a functional progranm. I
follows therefore that the recent populacity of RISC (reduced instruction set ) computers
may lead 1o an upsarge o virus development.,

Cenversely, inadvertent human action might disrupt viral evolution. Viruses often
rely on subtle facets of machine architectures and operating svstems, The march of
progress in computer techoology may literally overnight obliterate entire viral species,
as the computational enviromment in which a virns thrives is either juonked or changed to
the poiot where the viras s dysfunetionsl, Awp example of this would he the supplanting
af the Apple 1T and CP/M machines, with the consequent reduction i viruses ansing
on those machimes. Yet again there are exceptions. Outdated computer technology
can persist for long periods, particolarly in economically l.li.-iatl'-'anta.gﬁl areas or Lirmes,
where the money for anti-viral technology is also less likelv to he available. With
backwards and sideways compalilility appearing wore and more i pew products, the
Apple- IBM PowerPC being o good example, vitnses may also transter themselves to
new and compatible ecosysterms, Fmallv, it is not impossible for a viral species to cross
computing platform barriers. A progranuner may adapt a pre-existing virus for a new
enviromnent. Alternatively, a virus written iooa high level language may be able to
survive the trapsition to a different platform. Thompson [T] has already deseribed
a virus using the ATET U compiler as a host that can infect other © compilers and
persist across platforms, software npgrades and changes of operating svstem.

4. Discussion

What then would be the consequences of this viral evolution? At this point our thoughts
must be necessarily specalative. The timelive Tor the advent of a wholly nevel virus
is uneertain and such an event may be undeteciable dae to the cireomstances unider
whach viruses are produced. Tt iz clear however that with the trends detailed above, the
probability of such an event increases with every passing vear,

What form these new lifeforms might take is unknown and perhaps unknowable,
somewhat akin ta trying lo prr.di-:'L the shape of the modern world based on observation
of the Pre-Cambrian era, Ouwr experience with computational ecosystems shows no
evidence that there is any upper limit on the complexity of electronie life given sullicient
time, It 15 possible that soon we may be faced with an alien presence in our machines,
a life that could combine aspects of the bological and computational world. Suech
organisms may be able to rewrite their own instructions, replicate at astounding rates
or hide in storage for vears, As electronic lile moves out of o prebiotic stage, the rate
of evolution may even accelerate exponentially, causing them rise towards and bevond -
s,

What should cur attitude be to such pew life? Some may argue that it s ethically
mcorrect to interfere with a nascent lifeform, that we have no more right to externminate
it than we have the right to exterminate terrestrial species. There is no doubt that



there is some threat posed to the fidelity of our computing power, & not inconsequential
thing where eritical functions are increasingly being handed over to automated systems.
Simens [?] suggested the nightmare scenario of a time where electronie and terrestrial
life no longer could co-exist in peace. This prospect may seem laughably remote, but
when we know so little, can any possibility be truly called improbalile?

I the question of vival evolution, we have heen placed in the position of attempting
to gange the probability of a sitnation lor which we have no precedent other than the
single instance of life aconrring on eur own planet. In many ways, this i= similar 1o the
gquestion of life on other planets and the estimates made by some researchers, where
for any conclusions Lo be drawn at all one muost make assumptions bordering on the
ontrageous. The reader will notice that the title of this paper ends with a question mark,
The anthor will not pretend that his conclusions are unassailable, Viral evolution may
not be probable or even vaguely probable ot v is possible. And aoe is aware that
given sufficient time, even the most improbable event will ocour.
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